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Guidance on creating App Passwords for Gmail accounts due to end of support for Less Secure Apps
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Sign into the Google account and go to ‘Settings’

Google Account Q

@ Homs Security

Personal inf Settings and recommendatians to help you keep your account secure
@ Dateand privacy

a You have security recommendations

Securi
" Recommencded actions found in the Security Check-Up
&, Pecple and sharing '

B Paymentsand subseriptions
Protect your account
@ About
Recent security activity
New sign-in on Windows 1535  Unfted Kingdom >
Review securlty activity
Signing in to Google
Passwaord Last changed 5 May 2021 >
Use your phone to sign in @ of >
vy e - 2-Step Verification @ off >

Select ‘Security’
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3. Check if two step verification is enabled. (Skip to Step 8 if already enabled)

Signing in to Google
Password Last changed 5 May 2021

Use your phone to sign in @ off

- 2-Step Verification @ off
4. Follow the instructions to configure two-Step Authentication

<« 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign In o your Gaagle Account, youll need your password and a verification
code. Find out more

Add an extra layer of security

Enter your passwiord and a unique verification code
that's sent to your phone.

Keep the bad guys out

=4
“ Even if someane else gets your passward, it won't be

enough ta sign in to your account

GET STARTED

5. Add telephone number and delivery method

« 2-Step Verification

Let's set up your phone

What phone number do you want to use?

L
Google will only use this number for account securty.
Don't use a Google Vaice number

Message and data rates may apply.

How do you want 1o get codes?

(@ Textmessage  (O) Phone call

Show more options

Step1of3 NEXT
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6. Enter the verification code

<« 2-Step Verification

Confirm that it works

Google just sent a text message with a verification code to

Enter the code

Didn't get it? Resend

BACK Step2of3 NEXT

7. Select “Turn On’ and follow the additional steps to create the App password

< 2-Step Verification

It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google
Account @gmail.com?

Step3of 3 TURN ON

8. Select App passwords

Signing in to Google
Password Last changed May 5, 2021 >

2-Step Verification @ on >

‘ App passwords None >
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9. Select Device Other (Custom Name) and type name such as ‘Printer’

Select the app and device for which you want to generate the app password.

Select app v Select device
iPhone
iPad
BlackBerry
Mac
Windows Phone
Windows Computer

Other (Custom name)

Type a name for creating the app access

Select the app and device for which you want to generate the app password.

printer X

10. Generate App password

|
Generated app password

Your app password for your device

axsm Zmea omwa ooqw

How to use it
Emal Go to the settings for your Google Account in
securesally@gmail.com the application or device you are trying to set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

DONE
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11. Amend the printer SMTP settings. Settings/Registration : Function Settings : Send > Network Settings -
E-Mail/I-Fax Settings

SMTP Server : |smtp.gmai|.com |

E-Mail Address : FrEsmsmEr@gmail.com |

12. Set the port if required. Please note port change is not supported on the web interface for all printers
and may need to be amended in service mode

SMTPTX: 587 {1-65535)

POP RX: [110 | 01-65533)

13. Add the App password to the password field and into the confirm field.

Allow SSL (SMTP TX)
Use SMTP Authentication (SMTP AUTH)

User : | *********** @gmail.com ‘ (Max 64 characters)
Password : | ................ | (Max 32 characters)
Confirm : | ................ | (Max 32 characters)

More information on the discontinuation of ‘Less Secure Apps can be found at Less secure apps & your
Google Account - Google Account Help

Make work easy.

Workplace technology and expertise you can trust.
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Managed Print Information Management Agile Working Telecoms and IT
Build a highly dependable, Digitise your documents, data Give your employees the Connect your teams,
secure and cost-effective and workflow and give your power to work anywhere customers and partners with
print capability for your people easy access to the with hybrid mail technology, VolP telephony, Unified
teams with centralised processes and information digital mailroom systems, Communication, IP
control and optimisation... they need, 24/7... remote printing and more... connectivity, Display systems
and more...
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